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Linting

« Linter program checks static errors or potential errors and coding style
guideline violations

. g

variables being used before being set
division by zero
conditions that are constant

calculations whose result is likely to be outside the range of values representable in
the type used

Mixed lananguage
Coding style check
Etc

X o 2 FPGA 72 0| M= RTL designof H&&

« |EC 60880 Z2 safety life cycle 0| A static analysis Il &

2d Bt HE SEHeRE HE
g’d =10|A syntax check = &%
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RTL Linting

« Synthesis O] H0| LintingS +5}H?
— Static error?| 7545 25, false alarm 0| EX{E 715/80] AR AHEXL7} 0|2

AL oF A o
P YT

«  AnoUY verification 2 ZHH
- g4 o|He N HHS flell =

« & Linter program= Safety-critical system 7]{'2 0| A22tCIH
— AEgo|E{et Z2 M EF =F2| dedication0] 2R A2 ‘47t (TR-1025243)

Lint Tool Rules /Policy

Design Issues

Q By http://vlsi.pro/linting/
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IP Core Library

* IP (Intellectual Property) Core in FPGA
— STt A|AHe] A E 7HThs| 517] lsli(Held U 2E4d) Dl2| et 7| st 2|22| 2}
JEEE
« Vendor, 37 party S0IM HZ
« Design, chip, cell, logic, etc

—  Microsemi 0|A & Libero SoC 2t2| Smart Design tool O|A| IP Core A2 = H|S

U EONEUK
'DEPENDABLE SOFTWARE KU UNIVERSITY 6
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IP Core using example in Smart Design

« Smart Design 0|A2| IP Core A& example

L ABCRA S wﬁ orovides a hiah perfarmance interface to -

-I- Basic Blocks
Accumulator 20
Adder 20
Adder - Array Adder 20
Adder / Subtractor 20
Comparator 20
Counter 2.1
DDR 20 adder_ﬂ
Decoder 2.0 DataAf1:0] Sumi1:0]
Decrementer 20 = Eﬁfa[" 8t Cout
FIR-Filter 2.0
[F{e] 20
Incrementer 2.0
Incrementer / Decrementer 20
Logic 2.0
Multiplexor 20
Multiplier 20
Multiplier - Constant Multiplier 20
Register 2.0
Subtractor 2.0
—- Bus Interfaces ﬂ
PLL - Static 21
= L COREDDR _0
AUTO_PCH BA[1:0]
- BLIT CAS_N
. B_SIZE[3:0] CKE
+- Macro Library CL[20] CLE_1X
= Memory & Controllers EII:KHELF C'-K-éé(-ﬁ;'%”]
&= COLBITS[20) DATAQUTE3:0]
[ DATAIN[E3.0] DM[3:0]
& CoreDDR 40129 gaﬁq_}?g‘]ﬂ] Da—g_EE'E:?{
DO[31:0] RAS_N
&= DOS{3:0] RW_ACK
e MRDZ0) 130
FIFO - Synchronous Embedded 20 RADDR[30:0] WE_N
FIFO Controller with Memory RAS[3:0] W_VALID
FIFO Controller without Memory 10 EE[DS[?-ID]
FlashROM 2.0 REF[15:0]
RAM - Dual Port 2.2 EEEEI’MEI‘
RAM - Two Port 2.2 -
+ Peripherals i EE%‘E%?IJSH:U]
1. Denencenee RP[20]
Documnentation: el Eﬂg[gdm
CoreDDR_HB, pdf SD_INIT
CoreDDR_AMN_40, pdf — WR[1:0]
CoreDDR Handbook W_REQ
“h Y CoreDDR Release Motes Fr
M : %:DEPENDAELE SOFTWARE

>
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IP Core Library

 Library2 H|SE|= controller spec

EPENDABLE SOFTWARE
LABORATORY

KU

KO

TINIVE!

Local Bus CoreDDR
Interface
RESET_N Bank
- Management
Refresh Cantrol
. . SDRAM
Configuration Inputs - DODR SDRAM Devicel(s)
A 4 Interface

Y Y
RADDR : :
- CKE : :
BSIZE[30] | : '
R_REQ RAS_N : i
W_REQ [ CAS N : :
- RW_ACK Contral and Timing -
D_REQ WE_N -t ;
~ R_VALID ! ;
= D_VALID : :
# t SA[13:0] o :
Initialization Address BA[1:0] . :
Control Generation CS_N[7:0] 1 :
DATAIN[ZN-1:0] DM[N/8=1:0] - ;
DM_IN[2N/B~1:0] - DO_OE[N/8=1:0] : :
L DATAOUT[2N-1:0] _ DDR DQ_OUT[N/B-1:0] : :
+ DQ_IN[N/8=1:0] : :
Data Control DQS5_OE[N/8-1:0] : ;
S | DQS_OUT[N/E-1:0] : :
CLK_1X_SHS0 : ;
| | N ) - :
1= |l T : :
ok | ppu ——— . P
1= =00* L - :

Figure 1-2 - DDR SDRAM Controller Block Diagram
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IP Core Library

Generally, direct core is provided with release note, handbook, data sheet,
V&YV report, etc.

Accordance with NUREG/CR-7006, IP core library is not recommended to use
in safety systems

— 9ok AL BICHM, dedication 2] CH&0[2lD & = AR

— ZHZE IP Core libraryE AL-83l0OF &
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IP Core Library

Generally, direct core is provided with release note, handbook, data sheet,
V&YV report, etc.

Accordance with NUREG/CR-7006, IP core library is not recommended to use
in safety systems

— 9ok AL BICHM, dedication 2] CH&0[2lD & = AR

— ZHZE IP Core libraryE AL-83l0OF &
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Vendor (Chip) specific macro libraries

«  XF AEStE AI0|E U AIO|E =S D323} A7l 2to|EEd|

— Dedication CH% 0]2}7| HCH= CHA vendor®| IDEL} Synthesis =12 V&V 1FH0|A &t
2l E|0jof & LYo = dZf

* Microsemi Libero SoC 11.5
— Logic Synthesis A| ArEE A|O|EO| 2} X}-F 22 Macro Library?l X &E
— MSEl= Smart Design =1 0IM = Z2 Macro library A&

AO12 ICLOO, ProRSIC3, Smarill 7 013 IGLOO, FroASIC3, SmartFusion, Fusion

Function Function
:_D‘L 3-Input AND-OR 3Input AND-OR
- —D_ Truth Table Truth Tabls

Dr A B [ ¥ A B C Y
h:j::]—_. i 0 i 1 ] ] 1] 0
1 0 0 i 1 0 i 1
i 1 0 1 0 1 i 1
1 1 0 1 1 1 i 1
i 0 1 i 0 0 1 0
TR Dmp 1 o 1 1 e 1 0 1 0
A.B.C 8 0 | 1 1 1 P e Yo T EE 1 0
1 1 1 i 1 1 1 1
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OTHER STANDARDS ABOUT
DEDICATION

I{ I l EONEUK
'DEPENDABLE SOFTWARE INTVERSITY
LABORATORY


http://cse.konkuk.ac.kr/

Other Standards

 In addition to, there are some standards about COTS dedication

« TR-107330 : “Generic Requirements Specification for Qualifying a
Commercially Available PLC for Safety-Related Applications in Nuclear Power
Plants”, 1996

« TR-107339 : “Evaluating Commercial Digital Equipment for High Integrity
Applications A Supplement to EPRI Report TR-106439", 1997

— 106439 B =

« TR-104159 : “Experience with the Use of Programmable Logic Controllers in
Nuclear Safety Applications”
— PLCE &2 2 dedication A

« NP-7218 : "Guideline for Sampling in the Commercial Grade Item Acceptance
Process”, 1992

« TR-017218 : “Guideline for Sampling in the Commercial-Grade Item
Acceptance Process (Revision of NP-7218)", 1999

— Sampling guideline => ™X}/H7| 7|17| 55 tHE 22 EEAE HEA|0| sampling 7}0]
capel
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Other Standards

« TR-103699 V1-2 : “Programmable Logic Controller Qualification Guidelines for
Nuclear Applications”, 1994

— PLC qualification guideline : 1064392| 7|tI?

« TR-1025243 : “Plant Engineering : Guidelines for the Acceptance of
Commercial-Grade Design and Analysis Computer Programs Used in Nuclear
Safety-Related Applications”, 2013

« NP-6406 : “"Guidelines for the Technical Evaluation of Replacement Items in
Nuclear Power Plants (NCIG-11), 1989

« TR-1008256 : “Plant Support Engineering : Guidelines for the Technical
Evaluation of Replacement Items in Nuclear Power Plants (Revision of NP-
6406)”, 2006

— NP-56522] technical evaluation £-£0j Cijst =71=Ql 7}o| E2}ol

 NP-6895 : “"Guidelines for the Safety Classification of Systems Components,
and Parts Used in Nuclear Power Plant Applications (NCIG-17)", 1991
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Other Standards

ASME NQA-1

« TR-112579 : “Critical Characteristics for Acceptance of Seismically Sensitive
Items”, 2007

— Seismically sensitive gt M| Z&2| critical characteristicsOf| CHolf &

« TR-1016157 : “Plant Support Engineering: Information for Use in Conducting
Audits of Supplier Commercial Grade Item Dedication Programs”

«  NUREG-6294 : “Design Factors for Safety-Critical Software”, 1994
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However...

« Evaluation of Guidance for Tools Used to Develop Safety-Related Digital

Instrumentation and Control Software for Nuclear Power Plants by NRC

« Survey of concerning the use of software tools
— Task 2 Report : Analysis of the State of Practice, 2014, 350 pages
- of2] e EEEO| Ll detailed analysis 3,
— Task 3 Report : Technical Basis for Regulatory Guidance, 2015, 80 pages
« Technical basis for software tool regulatory guidance for review and acceptance of software tools
Software tools: A computer program supporting or used in the design, development, testing,
review, analysis, or maintenance of a PDD or its documentation. Examples include compilers,
assemblers, linkers, comparators, cross-reference generators, decompilers, editors, flow

charters, monitors, test case generators, integrated development environments, timing

analyzers, simulators, and thermal-hydraulic analysis programs. (Adapted from |IEEE Std. 7-
4.3.2[6])

- ZtEF LMY (auto, railway, nuclear, aerospace, aviation), Zt% 7|2 (NRC, IEEE, IEC, IAEA, EPRI,
NIST, AECL, NASA, etc) 2| regulatory guideline, practice, experience, standard, TR2 S3}0
safety-related or safety system 7/ 0] Al E|= software tool2| selection, evaluation,
acceptance S the safety assessment of software tool 0 Ci$t LH2 2| U £, regulatory
guidanceE %%t 7|x X3 FH

« TR-1025243 : Plant Engineering : Guidelines for the Acceptance of Commercial-

Grade Design and Analysis Computer Programs Used in Nuclear Safety-Related
Applications, 2014

— Computer program?2| dedication0f| Coll L& X| S, Ot%l Regulatory Guide Z H|%d7X|= O}

'DEPENDABLE SOFTWARE E I I KO
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TR-1025243
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TR-1025243

- Commercial computer program (SW)2| acceptance guidelineX|S

«  NP-56522| process 7|t
— Technical evaluation
* Functional safety classification
+ FMEA
 Identify Critical Characteristics
* Documenting the results of technical evaluation

— Acceptance processZ T3

« Functional Safety Classification
— NP-5652/TR-1064392} CIE H
— Computer program?2| 2§

« Safety-related : dedication =3
* Non safety-related : dedication =% 10| AtE

— 271X E2 Hol Ex
* Failure mode and effects
* Impact analysis

l D s E E I INKUK
EPENDABLE SOFTWARI UNIVERSITY
LABORATORY
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Acceptance

Process of NP-5652

Identify item program being procured

v

Does item perform a safety function? No* Procure e Ron-
' safety related

AV
T

Focus of safety cl

assification of TR-1025243

Commercial|grade item
) 4

Ww» Procure item as a

Documented Safety Function(s)(by FMEA)

\ 4

Identify and Document Critical Characteristics

'

Select Acceptance Method(s)

Combination of twp or more methods

BasliC

basic compoent

Product/part identification,

" Physical Hardware,
Device interfaces

Accuracy

—— Performance Functionality

Environmental Conditions

- Built-in Quality
Dependability Configuration Control

Operating History

v v v v
Method 1. Method 2. Method 3. Method 4.
Special Tests and Survey of Source ltem/Vendor
Inspections Commercial Supplier Verification Performance

v

Conduct acceptance activities.
Evaluate and document results

A EONEUK
1 \%:DEPENDAE!LE SOFTWARE E I I IINTVRRSITY
LABORATORY

I

uoljenjeA3 |ediuyds9aj

asuerdandy
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Safety Classification — FME

75410

“Is computer program .
integral to a safety- relaled
< ._system, structure, or component

St {sscy? S’
N e -
~
T
NO
/Y\
- - \,\\
7 412 TN
S Can the computer N
- Program impact safety-related /ﬂ
S SSCs? e
~. . //’
“\\_ /,//
YES

7 5414
-~ Will the computer ™

" program be used to design or .
~._ analyze SSCs in a way that

Computer program is safety-related.

—VYES  Foliow guidance in EPRI 106439 to

dedicate digital devices.

IR
~.

- ~
- 5413 T~
4/"' Wul the computer ™
~“program be used in a way that ~._

~._ fequrements? -~

supports quality program ¥ 4

Computer program is non-safety-
related /augmented quality (Important
to safety). Decument the evaluation

" couldimpact §SC 7 and results,
. safety function? - |
B - A
YES
DN
> 3 \"\_
F e =

5.4.16 o SALS N
Computer program performs a safety- - _~Will the lrhesults gaaredt.
related function. Identify safety-related q-nNo—< using b: c:mpul:( ~ vEsS—»
function(s) of the associated SSCs. pmgr:::iﬁedl:t ee?::y oy o

‘Pmeﬂﬂed ‘-\\ use? /,/ Verified s
S
l \"\,7‘ v ~
5.4.1.7 ‘
Postulate failures of the computer
program that could prevent associated
SSCs from performing their cesigned
safety-related function(s). ES »
,/'l\ TN T
S SN . o . X
7 5418 75419 754110
" Could failure of the ™~ " Will the computer ™ “" Will the computer .

- ~ computer program adversely N - pmgram be used to assess thé N
<._impact the abilty of the SSC(s) _~—NOP<_ " gbilty of SSCs to perform -~

. toperformsafety ™~ ~._ their safety-related _
. function(s)? -~ ~._ functions? -~
R S 2% .
N N
1
YES
\ 4

Computer program is safety-related.
EPENDABLE SOFTWARE

LABORATORY Document the evaluation and results.

. of SSCs? ~
. -

g program be used to monitor .
operahon and control functions

Computer program is non-safety-
related.,

| Document the evaluation and results.

-

20
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Safety Classification — FME

Is computer program
integral to a safety-related
system, structure, or component
(SSC)?

Computer program is safety-related.
Follow guidance in EPRI 106439 to
dedicate digital devices.

NO

.

5412
Can the computer
program impact safety-related
SSCs?

I{ I l EONEUK
EPENDABLE SOFTWARE IINTVRRSITY
LABORATORY

5413
Will the computer
program be used in a way that
supports quality program
requirements?

21
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Safety Classification — FME

« 5411
— Safety related SSC (System, Structure, Component) 0f E X QIX| =0l

E.g. PLC Of HIZ2 S0{7IA XA 1&CO| SZ5t= computer program

— TR-1064392| software based digital equipment dedication +%

« 541.2
— Computer programO| safety-related SSCO| ¢1&0| A =7}2

- 5413
— Computer programO| quality program requirements £ X|&sl= &

'DEPENDABLE SOFTWARE
LABORATORY

i

Used to facilitate design
Used to analyze how the safety-related SSC will function or design?
Used to monitor operation, control functions

Supports quality program requirements
Document control or records management system
Dose management system

Tracking corrective actions

Maintain training records and transcripts
Emergency response preparedness

Non-safety-related but augmented quality

KU vy

2L 2 MNEE|E=

7|- =13
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Safety Classification — FME

A

v

" 5414
Will the computer Computer program is non-safety-
program be used to design or related /augmented quality (Important
analyze SSCs in a way that to safety). Document the evaluation
could impact SSC / and results.

safety function?

A

YES

A

7 5415 -

_~Will the results derive
using the computer

=NO—_ program be independently/' YES >

verified at every

i Preverified - v Verified vEs

LABORATORY

I{ I l EONEUK
l@DEPENDAELE SOFTWARE IINTVRRSITY
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Safety Classification — FME

5416
Computer program performs a safety-
related function. |dentify safety-related
function(s) of the associated SSCs.

'

2.41.7
Postulate failures of the computer
program that could prevent associated
SSCs from performing their designed
safety-related function(s).

I{ I l EONEUK
EPENDABLE SOFTWARE IINTVRRSITY
LABORATORY
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Safety Classification — FME

- 5414
— SSC2| design or analyze0il Al &|= Computer programO| safety function & +¥5}
SSCQ| ability or design0fl &= O|X|=7}?
. TjA EF D3

— No?->54.1.3

rr

- 5415

— Computer program?2| A1l(design, analysis A1}) 7} independently verified by other
acceptable method 217}?

Manual review
CIE CHQtO| E|l= & &

— Yes? -> non-safety related but augmented quality

« 54.1.6
— Computer program 1} associate &|= safety function 29l

« 5417
— Computer program 2| failure mechanism0j| C{sj Z°d
« Computer program?2| 7}'5%t failure
 Erroneous result, cannot produce results &

I{ I l EONEUK
'DEPENDABLE SOFTWARE INTVERSITY
LABORATORY


http://cse.konkuk.ac.kr/

l}EPEN

Examples of Failure Mechanisms for 5.4.1.7

Conceptual Error Errors resulting when the computer program is
applied outside its intended use or when the
computer program is syntactically correct, but the
programmer or designer intended it to do something
else.

Arithmetic Error Errors such as division by zero, stack
over/underflow, and loss of precision resulting from
incorrect programmatic calculations.

Interface Errors Errors generated by or through incorrect interfacing
of the computer program with other programs,
hardware, or operating systems.

onsie sorrwace Il A EEBLEES -

LABORATORY
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Safety Classification — FME

5.4.1 .a\
Could failure of the

to perform safety
function(s)?

YES
h 4

computer program adversely
impact the ability of the SSC(s) N

Computer program is safety-related.

Document the evaluation and results.

KU EONEUK
UNIVERSITY

EPENDABLE SOFTWARE
LABORATORY

54.1.10
Will the computer

Will the computer
program be used to assess the
ability of SSCs to perform
their safety-related
functions?

O

operation and control functions
\ of SSCs?

.
program be used to monitor ™

NO
4
Computer program is non-safety-
related. «—
Document the evaluation and results.
27
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Safety Classification — FME

5.4.1.8

— Computer program?2| failureZ} Ci 4 SSCO| safety function +™0| &= O|X| =717

— Yes -> Safety-related

5.4.1.9

— Computer programO| SSC2| safety function 2 +¥5l= 552 47

H ArEEl=712
— YES -> Non-safety-related, but augmented quality

5.4.1.10

} (assessment) Sf=

— Computer programO| SSC 2| operationO|L} control& 2 L|E{SI=0H| AL E|=71?

— YES -> Non-safety-related, but augmented quality
— NO -> Non-safety-related

- TR-10252432| X Y classification Y'HS HEstCIH

— Analysis =& (simulator, linter, timing analyzer 5) 0l CHs{A
ES

-l-

=}

|

Sh| BHEHE TR
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Safety Classification — Impact Categorization

Classification considering impact categorization2
— Impact & 12{5}0] classificationdt= LHH

« Impact category= 4 THY|ER B2/
— High
-  Medium

—  Low
—  Other

* High
g 2 assure Ofxl"" verlfy7|' I:I'E CHero] gi= 82
«  Medium

—  OperationO|L} control& 2 L|E{S}= computer program
—  SSC2| abilityE assess S}= computer program

« Low, Other

— Non-safety-related

6l M 2t safety-related 2 £&F

o
—

«  High impact category0f %st= Ziof Cf
. Medlum impact category0fl £5t= AS
'|T

S EONEUK
'DEPENDABLE SOFTWARE E I I IINTVRRSITY
LABORATORY

Safety function0f| 2|HH o2 ATE O|X|HL} (direct), designdl=0| AFE|1 SSC7} safety function 2 HICHE +3

Non-safety-relatedX| 2t augmented qualityE &
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“EPENDABLE SOFTWARE

Safety Classification — Impact Categorization

High Impact
(Note 1)

High Impact
(Note 2)

Medium
Impact
(Note 3)

Medium
Impact
(Note 4)

Low Impact

LABORATORY

Software that has a direct active effect on
the ability of a safety-related SSC io perform
its intended safety functions.

Software used for the design of an SSC that
ensures that the SSC meets its intended
design basis safety function as defined in the
nuclear license documents without using
alternative methods to verify the results.

Software used to assess the ability of an
SSC to meet its intended safety function.

Software used to monitor operation and
control functions of a plant SSC.

Software used to support activities that
have no direct impact on nuclear
operations, design, or license
commitments, but may be used to monitor
compliance or optimize performance.

30
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Task 3 Report : Technical Basis for RG

+ Task 3:RG 7 3 MEZ RG 7H& A| Software tool2| review3! approval (acce
ptance) process Ol s n2{g M=

« Software Tool : Supporting or used in design, development, testing, review, an
alysis, or maintenance

- Future regulatory guidance Of|A] 2{g LS 117§ 240 CHoiM 2F

- ER0| [z} software tool 2| 7ZHE X 2USZ IHSE 3 7IX |2 &
— Developed under 10CFR50 Appendix B QA requirements

— Does not developed under 10CFR50 Appendix B QA requirements
Commercial grade item, SW dedication

— Developed using high-quality life cycle approach of RTCA DO-330

Software Tool Qualification Considerations : &-& =0[2| software tool 215 &
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Task 3 Report : Technical Basis for RG

« 2.1 Software Lifecycle Processes
« 2.2 Software Tool Categories
— modeling, analysis, simulation =& Zgl|A software tool 2| categoryE =7 27t AC}
« 2.3 Software and Software Tool Integrity Levels
— Software tool2| SILE/ <= O|EA| St= Z n2{siof st elhl...
« 2.4 Software Tool Planning
—  H™o cist 12 ALE : software 7HE life cycle@] 02| plan (V&V plan, QA plan S)A| software tool
off ciet Lf&0] =gt E|ofof gt
—  Software life cycle planning S0l software tool2| #H3iLt, HHY Sof s planning O] M| X{of &
« 2.5 Software Tool Selection and Use
— Safety system 7l|'20j| Software tool S ME{SI 1D
« 2.6 Software Tool Documentation
— Software Tool0ll CH3H ZA2} £|0 0{0f 5f= AlSof Ciet 1
« 2.7 Software Tool Development, Qualification, and Dedication

—  System 7HZ0| ALE3S17| 25l Software toolE 7H&StAHLE, qualification St L} dedication & If 11215}
Of & A=

>

(8 i nasjof & Argds

« 2.8 Software Tool Quality Assurance
—  Software tool2| qualify assurance £ &9l & [ 112{E|0{0} S}= AIEE
« 2.9 Software Tool Training
« 2.10 Software Tool Configuration Management
« 2.11 Software Tool Review, Approval, and Acceptance Criteria

I{ I l EONEUK
'DEPENDABLE SOFTWARE INTVERSITY
LABORATORY
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Task 3 Report : Technical Basis for RG

2.7 Software Tool Development, Qualification, and Dedication
— 17. Future RG might consider endorsing, adopting or adapting the methods of TR-10
25243 for the dedication of commercial-grade design and analysis tools
— 18. Future RG might consider adapting the TR-102348
— 2 Z0| dedicationS & Z¢ nZ{E|0{0f T Atetof| CHol A=

2.11 Software Tool Review, Approval, and Acceptance Criteria
— Phase of commercial dedication

« Tool qualificationS ?|5HTR-10252430{| M BA|StL Q= critical characteristicsOl| CHSH 2|3l OF
gHCt

CASE tool, development tool2| critical characteristics = extensive testing 1} performance
historyE Sdll 245 |00} StC}

Dedication 1}°H0j|A| L}EIL}= B-E critical characteristicsi= software tool2| dedication0f &EH+H
ol BHols|of Bt}

- S

— Commercial dedication phase0| A= dedication 2 0}E0|7| {Is)f 12{x|0{of & ALt
2 oja
=2 -

I{ I l EONEUK
'DEPENDABLE SOFTWARE INTVERSITY
LABORATORY
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The END

END

I{ I l EONEUK
EPENDABLE SOFTWARE IINTVRRSITY
LABORATORY
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FUNCTIONAL SAFETY
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IEC 61508 Functional Safety

XL, M7 A|AHQ| 7|5 M E RISt BE
- E£7% 200 Foff x| f2 HMutHol @ AL
—  E/E/PE safety-related system?2| 7|5 QtH/d S 25| flo East 22| U 7|=X &S A
Safety Life Cycle
- 7]l o 2EE STt 252 HAMHR 2t2|5t7| flsh At S xHEY
— 7.5 ©H| ¢tH @ F AL : Hazard & Risk analysis& Sl E/E/PE safety-related system, 7|E} 7|= QtH
S A|AH] QR 2|A3 ZhA MH|0f LS IS RFALE S AXF AL Q7 AP SHO|AM HA|
CHH AL Cist BMME e EM 7|5 tHES B
o ZH o sl 27 El= 7ISATEE SREEI| oM Hast 2tH 7| SE0| BA| £|lojof &
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Functional Safety Certification

 SIL(Safety Integrity Level) : H|E2| 2tH 7| 50| 27 k|= ME[E &

« Using Performance Measures, probability of the safety function operation

| Safetyintegrity | High demand e | o PREETET O
i Level (SIL) (dangerous failures/hr) dernand)

4 210 to < 108 2102to < 104

3 >10% to < 107 >10% to < 10°3

2 >107 to < 10 >103 to < 102

1 >10° to < 10 >102 to < 10
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Functional Safety Certification

« Standards for providing the requirements for the functional safety system
— IEC 61508 : functional safety of electrical, electronic, and programmable electronic
equipment
— 1EC 61513 : for NPP system
— |EC 60880 : for category A software
— 1EC 62138 : for category A software
— 1SO 26262 : for automotive

SafeTi™ AZE0] 7HL Z2H2, 150 26262 X IEC 61508 “7I5 AT EEM ASILD X sIL3

ThlsproductrecelveleC 61508 ' ..“m:‘l E@é nas AR : : 1 : : : :
i i T..' ..E......A;‘.E‘A.<.:.‘.‘...":.........:.........l.........:.........:.........:.........:.

SILZ certification :
%[%%01 -;r; : gkl: :;ZH l-ccg o:\l I;:;;lL ] CSE,:?'AH,;ICATE NO Fsmrzzolwoo:o PAGE 11 ﬁm&m
<] :

e, MANUPACTURNG PLANT
= 855 ‘IOE 7I.II

: : : : AT | saeocemeanes
I =M e 7bazx|7] p : : ; : : :

Hercules™ MCU'AZE0] HEUEE 9|3t MZ & safeTl 2AF Il‘il W7|XZ 7l XY e U AF XY -
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IEC 60880 112 AlEt

02

Software tool MEH2 (7H'&0| AHE|=) 608802] 1~12 chapter?| RFAIE S
£5}HLt 15 chapter2| assessmentE =0l 0F g => dedication 2t 1} H|X5HA|
AL E
— 608802 HM|XQl L§ 81} dedicationOf|A| AI23st1 Y= 1
of criteriall & | E S A|FHAEHA FIlQ Hado| CHsl 1
o= HEtHH

2 critical characteristics& &
{off 20 Mzt s £~ 9ls 7

=
[ -

X ZE|0{0f Sli= assessmentTE2 tool2| typef 2} E2tE
— 1. compiler, translator
2. verification tools
3. os
— 4. development support systems (e.g. word processor?)
5.
Z
A

version control tool (e.g. svn)
_ Ztzto| 250 ME £F0| i3 o BF
Compiler, translator2| optimization

— Should be avoided
— AL siChH, AHobY Zato]| sl test, verification, validation BFEA| =34
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COMMON POSITION EXAMPLE
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Common Position

« Licensing of safety critical software for nuclear reactors

— It is “Common position of international nuclear regulators and authorized technical
support organisations”

— Common technical positions on a set of important licensing issues

« Task force, which contains 7 countries, establish documents for licensing
issues of safety critical software (Licensing issues of safety critical software for
nuclear reactors)

— Belgium, Germany, Canada, Spain, United Kingdom, Sweden, Finland

« In the later, the U.S. NRC has participated in the meetings of the task force

This document should neither be considered as a standard. nor as a new set of European
regulations. nor as a common subset of national regulations, nor as a replacement for national
policies. It is the account, as complete as possible, of a common technical agreement among

National regulations may have additional requirements or different
requirements, but hopefully in the end no essential divergence with the
common positions.
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Common Position

« This documents consists of involved issues, common positions, recommended
practices about each licensing issues

« It provides 23 issues about licensing
— 1.1 Safety Demonstration
— 1.2 System Classes, Function Categories and Graded Requirements for Software
— 1.3 Reference Standards
— 1.4 Pre-existing Software (PSW)
— 1.5 Tools
— 1.6 Organizational Requirements
— 1.7 Software Quality Assurance Program and Plan
— 1.8 Security
— 1.9 Formal Methods
— 1.10 Independent Assessment
— 1.11 Graded Requirements for Safety Related Systems (New and Pre-existing Software)
1.12 Software Design Diversity
1.13 Software Reliability
1.14 Use of Operating Experience
1.15 Smart Sensors and Actuators
— 2.1 Computer Based System Requirements
— 2.2 Computer System Architecture and Design
— 2.3 Software Requirements, Architecture and Design
— 2.4 Software Implementation
— 2.5 Verification
— 2.6 Validation and Commissioning
— 2.7 Change Control and Configuration Management
— 2.8 Operational Requirements
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1.4 Pre-existing Software — Issues Involved

» Issues involved
— A set of issues about licensing

« Issues about 1.4 pre-existing software

— The functional behavior and non-functional qualities of the PSW is often not clearly
specified and documented

— It is not certain that developing under safety life cycle like IEC 60880

— The operational experience of the PSW are not often enough to compensate for the
lack of knowledge on the PSW (information about product and development process)
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14 P

re-existing Software - Common Position

« Common Position

A set of common positions on the basis for licensing and evidence which should be
sought by task forces

« Common positions about 1.4 pre-existing software

'DEPENDABLE SOFTWARE
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The functions that have to be performed by PSW, shall be clearly and
unambiguously specified

The code version of PSW shall be clearly identified
The interfaces (the user or other software) shall be clearly identified

The PSW shall have been developed and maintained according to QA standards and
software development process

Documentation and source code shall be available if modification
Documents of quality assurance plan and development process shall be available

Conditions for accepting
Verify the functions performed by the PSW about requirements specification
The PSW functions shall be validated by testing

Defects which are found during validation shall be analyzed
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1.4 Pre-existing Software — Recommended Practices

 Recommended Practices
— Consensus on best design and licensing recommended practices by task forces

« Recommended Practices about 1.4 pre-existing software
— Operational experience may be regarded as evidence to validation or verification

— Configuration of the PSW:
= Functions used:
= Types and characteristics of mput signals, including the ranges and. 1f needed. rates of
change:
= User interfaces:
= Number of systems.
— Demand rate and operating time data should include:
= Elapsed time since first start-up:
= Elapsed time since last release of the PSW:
= Elapsed time since last severe error (if any):
= Elapsed time since last error report (if any):
= Types and number of demands exercised on the PSW.
— Error reports should include:
= Descriptions and dates of errors, severity:
= Descriptions of fixes.
— Release history should mnclude:
= Dates and identifications of releases:
= Descriptions of faults fixed, functional modifications or extensions:
= Pending problems.

| B K Konkuk

i U ,VDEPENDABLE SOFTWARE TINIVERSITY
N LABORATORY

y 4 4

46


http://cse.konkuk.ac.kr/

